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Abstract: 

It is difficult to ensure the security of mobile ad-hoc networks, particularly because 

wireless networking is unstable, node security is limited, topology is changing 

dynamically, licensed bodies are absent and there is no central surveillance and control 

center. In previous MANET enquiries, protocols were established to address a number of 

fundamental questions such as routing and the formation of new networks. However, all 

nodes are protected and do not take the protection factor into account. They are also 

subject to have deviation from what is expected. More recent research has centered on 

MANET security problems and potential protocol and application frameworks. This paper 

dealt with these inquiries. It also addresses many security problems and solutions on the 

various network layers currently being proposed by MANET. This article addresses topics 

related to security such as routing, data transfer, media access, key management and IDS. 

A safety survey for the Wireless Sensor Networks (WSNs) of a specific MANET category 

is available in this survey. 
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Abstract: 

The new and most advanced technologies include Wireless Sensor Network 

(WSN), widely used in a wide range of applications, for example, militarily and 

communication intelligence, environmental studies, modern logistics, medical services and 

equipment, agricultural applications, computers, IOT and ecosystems, etc. Due to its 

inherent energy resources and processing power limitations, WSN technology poses major 

network problems and realistic security. The threats were developed and a structured 

model of WSN security met the required safety objectives. We decided to provide our 

WSN security model with a practical theoretical analysis to meet this challenge. The 

distance between two adjacent moving sensors and entre leaving sensors and the moving 

intruders is still not extensively investigated and undetermined. Intrusion detection is one 

of the most critical wireless network security approaches. Different features were used to 

detect various malignant activities through an Intrusion Detection System (IDS). However, 

it is important to obtain location information for detection nodes and to plan routes to 

ensure that detections are avoided by advancing the electronic anti-recognition technology. 

It calls an "enhanced intrusion system" that creates more problems with conventional 

methods of intrusion detection. The most recent intrusion detection technology provides 

accurate information on the attack. The primary objective of intrusion detection, however, 

is a little aware if the protection has been breached. Furthermore, networks continue to 

have a significant effect on and weaken reliability and robustness. WSN theory and 

methods for data recovery, data consistency, network trust, network topology, and routing 

protocols have been previously used.  

 

Keywords: FT – Fault Tolerance, CH – Channel Head DoS – Denial of ServiceNDAE - 

non-symmetric deep auto-encoder,MI – Mutual Information MLP – Multilayer Perception 
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